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Overview

To support the FollowMyHealth Quarterly Attestation for 2015 CURES, the following information
summarizes the support for managing two-factor authentication in both the FollowMyHealth
Dashboard and in the FollowMyHealth Personal Health Record, and managing trusted devices in
the FollowMyhealth Dashboard.
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FollowMyHealth Dashboard Users

Managing two-factor authentication
The FollowMyHealth Dashboard is a publicly available website. To improve the security of the site,
all new and current Dashboard users are required to use two-factor authentication when signing
in.

For new Dashboard Users
Per current functionality, an invitation email is sent to new FMH Dashboard users with a link they
can click to begin the account creation process. The user can then create a user name and
password.
Next, users are asked to set up two-factor authentication for their account. Users can select one
of several methods to receive a verification code that they must enter to sign in to their account.

• If users select Email, the user's email address is shown.
• If users select Text Message, they will need to enter a valid mobile phone number.
• If users select App, a QR code is displayed. Users must use their third party authentication

app to scan the QR code.

Users then click Continue and a verification code is sent to users using the selected method.
Users then retrieve the code from their email address, mobile phone, or authentication app and
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enter it in the Verification Code field. If an incorrect verification code is entered, an error message
is displayed. For email and text message methods, users can click Resend verification code as
many times as needed to get a new code.
After creating the account and setting up two-factor authentication successfully, new users are
asked (per current functionality) to enter the Invite Code they should have received from their
provider. When the invite code is accepted, users are taken to the FollowMyHealth Dashboard.
When users sign in again to the FMH Dashboard, they must use the two-factor authentication
method to sign in, each time with a new verification code.

For existing Dashboard Users
When Dashboard users who have not already configured two-factor authentication sign in, they
are asked to set up two-factor authentication for their account. Users must select one of the methods
(same as above) before they can continue, following the same workflow to obtain and enter a
unique verification code each time they sign in.

Changing the two-factor authentication method
FMH Dashboard users with a FMH Secure Login account who already have a two-factor
authentication method configured can access user settings to manage their two-factor authentication
settings.
When FMH Dashboard users sign in, the banner across the top includes a link with the user's
name in the top right corner. Users can click their name link to display the Log Out option, along
with the Account Settings option. Users can click Account Settings to display the following
configuration options:

• The user's email address (read-only, cannot be changed)
• The user's mobile phone number (with country code flag icon) and Change and Remove

action links
If no mobile number is available, an Add a mobile number link is displayed.

• The date and time the user last changed their password.
• The type of two-factor authentication, if any, configured for their account.
• The number of Trusted Devices, if any, configured for their account.
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Users can click in the Two-factor Authentication row on the Account Settings screen to open
the Manage Two-Factor Authentication panel.
If a method is already configured for the account, it is shown as selected, with the current destination
for receiving verification codes (such as an email address, a mobile phone number, or an app).
Users can click a different option to change the authentication method:

• If Email is selected, when the user clicksContinue a verification code is sent to the configured
email address. The user must retrieve the verification code from their email and enter it in the
field provided to confirm the authentication method.
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• If Text Message is selected, when the user clicks Continue a verification code is sent to the
configured mobile phone number. The user must retrieve the verification code from their
mobile phone text message and enter it in the field provided to confirm the authentication
method.

• If App is selected, a QR code is displayed with instructions to scan the QR code with the
user's authenticator app. When the user scans the QR code and clicks Continue, the user
can then go to the authenticator app for a verification code, and enter it in the field provided
to confirm the authentication method.
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Users can click Resend Verification Code to resend the code as many times as needed.
When the two-factor authentication method is confirmed, the user is returned to the Account
Settings screen to view the new authentication method displayed.

Additional notes for FollowMyHealth Dashboard App users
For FollowMyHealth Dashboard users who use the Mobile Android or iOS Dashboard apps, when
users download and install the latest FMH Dashboard app, any previous biometric login or passcode
login (Touch ID, Face ID, and PIN codes) that users had previously set up are revoked automatically.
Users must sign in to the Dashboard App with their FollowMyHealth user ID and password, and
then must set up for two-factor authentication. When this is verified, users are then launched into
the Dashboard App and can reconfigure their biometric or passcode methods.
When setting up for two-factor authentication using an authenticator app, users can either scan
the QR code or click Copy Key and enter it into their authentication app. If the app asks for an
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account name, users can use FollowMyHealth. If users plan to use the authenticator app on
multiple devices, they must scan or enter the key on each device before saving.

Resetting two-factor authentication
FMH Dashboard administrators can be granted permission to force a reset of the two-factor
authentication method configured by users in the event the user can no longer use their selected
method.

For example, a Dashboard user with verification by text message loses their mobile phone and
has a new number, or the user selected to use an authenticator app on their smart phone but loses
the phone so the method must be reset.

New permission
FMH Dashboard administrators with the All Admin role can be granted the Reset Two-Factor
Authentication User permission.
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Users with this permission can select the Action > Reset Two-Factor Authentication option for
another Dashboard User and remove the configured authentication method. The next time the
user signs in to the Dashboard, they must once again set up their two-factor authentication method
to access the Dashboard.

Additional columns added to Admin > Users table
TheAdmin > Users table includes two columns, Two-Factor Authentication andMobile Phone.
These columns display the authentication method, if any (Email, Text Message, or App), selected
by the user and their mobile phone number, if available.
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If there is no FMH Secure Login account for the user (that is, the user signs in by an alternative
method, such as Google or another app), the Two-Factor Authentication columns displays No
FMH SL.

Reset action on Admin > Users screen
When Dashboard users with the Reset Two-Factor Authentication permission display the list of
users (Admin > Users) and move the cursor over a user in the list, the Action drop-down at the
far right displays the option, Reset Two-Factor Authentication.

When this option is clicked, the Administrator is asked to confirm the request. When confirmed,
any two-factor authentication method that is displayed in the Two-Factor Authentication column
of the table for the selected user is removed. This action is also logged with an audit.

Audit log
When the two-factor authentication method of a Dashboard user is reset, the Dashboard User
Two-Factor Authentication Reset audit is logged.
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Managing trusted devices
When Dashboard users sign in to the FMH Dashboard, instead of entering a two-factor
authentication verification code on every sign-in, they can designate their device as a “trusted
device”, so they need only sign in with their username and password, and avoid two-factor
authentication the next time they sign in on that device.

When Dashboard users sign in on a non-trusted device, they can now select a Trust this device
checkbox on the 2-factor authentication screen to remember this as a trusted device.

Trusted Devices will remain saved for up to 14 days. Each time users sign in on a Trusted Device,
the expiration period resets to 14 days once again. When a user signs in from a trusted device
the Two-Factor Authentication screen is skipped and they are taken directly into their FMH
Dashboard account after successfully entering their username and password.
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When Dashboard users have at least one trusted device, on their Account Settings page a new
Trusted Devices section is displayed, showing a count of the number of saved trusted devices
for the user.

Users can click in this section to open the Manage Trusted Devices drawer, from which users
can remove all of their trusted devices if needed.
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Note: Certain actions within the Dashboard result in the removal of all
trusted devices:

• When Dashboard users change or remove their mobile phone number.
• When Dashboard users change their Two-Factor Authentication

method.
• When Dashboard users reset their Two-Factor Authentication under

Admin > Users.
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Personal Health Record Users

Managing sign-in preferences
As part of managing your sign-in preferences, after you create a username and password, you
can add another layer of authentication to secure your account.

Two-factor authentication provides a new verification code each time you sign in with your username
and password.
The verification code is sent to you through one of the following methods:

• Email
• Text message
• An authenticator app, such as Google or Authenticator

After you sign in to your account, the two-factor authentication sign-in page opens and the
verification code is sent to you through your chosen method. Enter the verification code on the
two-factor authentication sign-in page to complete the sign-in process.

Add two-factor authentication to your account
Use two-factor authentication with your account to add an extra layer of security to your account.
Two-factor authentication is available under My Account > Preferences > Sign In Preferences,
as long as you have a username and password. If your email address or mobile phone number
is not verified, a reminder displays in the Action Center.

1. Sign in to the .
2. From the static toolbar, click My Account > Preferences.
3. Click Sign In Preferences.
4. In Two-Factor Authentication, highlight the row to edit.
5. Select one of the following methods to add two-factor authentication to your account.

• Select Email.
Select this option to receive a verification code to the notification email address that is
configured in Communication Preferences.

a. Confirm your email address.
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Note: You need only to verify your email when setting the
two-factor preference, if it has not already been verified.

b. Click Continue.
c. Enter the verification code.
d. Click Verify Email.
e. After you verify your email address, click Save.

Note: If your connected organization enabled demographics
updates, you can choose to send your changes to the
organization.

• Select Text Message.
Select this option to receive a verification code through a text message on your mobile
phone.

a. Enter your phone number in Mobile Phone.
b. Click Continue.
c. Enter the verification code.
d. Click Verify Mobile Phone.
e. After you have verified your mobile phone number, click Save.

Note: If your connected organization enabled demographics
updates, you can choose to send your changes to the
organization.

• Select App.
Select this option to receive a verification code through an authenticator application on
your smart phone.

a. With the authentication app of your choice, scan the QR code provided on the page,
then click Continue.

b. Enter the verification code displayed in the authentication app.
c. Click Verify & Save.

The Two-Factor Authentication field displays your chosen method.
If you change your two-factor authentication method, it is logged in your Activity
History Log.

— If switched to Email, Two-Factor Authentication set to Email, is logged displaying
the email address at the time of the change.

— If switched to Text Message, Two-Factor Authentication set to Text Message,
is logged displaying the phone number at the time of the change.

— If switched to App, Two-Factor Authentication set to App.
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— If switched toNone, Two-Factor Authentication Disabled is logged with no details.

Note: The user must navigate back to the Preferences page
to see these updates in Activity History. If you updated your
email or mobile phone number, then Email Verified or Mobile
Phone Added displays in the Activity History Log.

Change two-factor authentication to your account
If you no longer want to use your current email address or mobile phone number for the two-factor
authentication, perform the following task to change the two-factor authentication to your account.

Before you begin
Changing your email or phone number within the two-factor authentication preferences changes
it globally on your account, not only for two-factor authentication.

1. Sign in to the .
2. From the static toolbar, click My Account > Preferences.
3. Click Sign In Preferences.
4. In Two-Factor Authentication, highlight the row to edit.
5. Select one of the following methods to change the two-factor authentication to your account.

• Select Email.
Select this option to send the security code to the notification email address that is
configured in Communication Preferences.

a. Click Change.
b. Enter the email address to use in New Email.
c. Click Continue.
d. Enter the verification code.
e. Click Verify Email.

Note: If you click from within the window where you
enter the Verification Code, a warning message displays.
Either click Cancel to confirm you want to cancel changing
your email address or click No, Go Back to continue
changing your email address.

f. Click Save or click Cancel.
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Note: If your connected organization enabled demographics
updates, you can choose to send your changes to the
organization.

The new email address displays next to Two-factor Authentication on the Sign
In Preferences page.

• Select Text Message.
Select this option to send the security code through a text message on your mobile phone
when you change your mobile phone number.

a. Click Change.
b. Enter your phone number in Mobile Phone.
c. Click Continue.
d. Verify the information on the page.
e. Click Continue.
f. Enter the verification code.
g. Click Verify Mobile Phone.

Note: If you click from within the window where you
enter the Verification Code, a warning message displays.
Either click Cancel to confirm you want to cancel changing
your mobile phone number or clickNo, Go Back to continue
changing your mobile phone number.

h. Click Save or Cancel.

Note: If your connected organization enabled demographics
updates, you can choose to send your changes to the
organization.

The new mobile phone number displays next to Two-factor Authentication on the
Sign In Preferences page.

The Two-Factor Authentication field displays your chosen method.
If you change your two-factor authentication method, it is logged in yourActivity History.

Note: The user must navigate to the Preferences page to see
these updates in Activity History. If you updated your email or
mobile phone number, then Email Changed or Mobile Phone
Changed displays in the Activity History Log.
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Turn off two-factor authentication
Turn off two-factor authentication in the if you no longer want to use it.

1. Sign in to the .
2. Click My Account > Preferences.
3. Click Sign In Preferences.
4. In Two-Factor Authentication, highlight the row to edit.
5. Select None from the list.
6. Click Save.

Signing in with two-factor authentication
If you have two-factor authentication enabled for your account, a verification code is sent to you
using your preferred method. Enter the verification code to complete the sign-in process.

After your username and password are accepted, you are redirected to an additional sign-in page
to enter your verification code. This code is sent to you either by email, text message, or a third-party
authenticator application, depending on how you configured two-factor authentication in your
account.
You are limited to three attempts to enter a valid verification code. After three failed attempts, an
error message is displayed and your account is locked for five minutes. An email is sent to your
account informing you of unusual activity. If you switch authentication methods before your account
is locked, you receive an additional three attempts to enter your verification code. Switching
methods does not reset the number of attempts for your original method.
You can request a new verification code to be sent by email or text message if you did not receive
or could not find the first code that was sent. This option is not available if you use the third-party
authenticator application method. You are limited to three resend requests. At the fourth resend
request, an error message is displayed and your account is locked for five minutes. An email is
sent to your account informing you of unusual activity.
If your account becomes locked due to too many failed sign-in attempts, a message informs you
why your account is locked the next time that you attempt to sign in during the lockout period. You
can still access your account by using the password reset or username recovery workflows.
You can regain access to your account if you no longer have access to your current two-factor
authentication method without having to contact Support (for example, if you lost access to your
email or phone).

• If your current two-factor authentication method is by email, you can receive the code by text
if you have a verified mobile phone number on your account.
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• If your current two-factor authentication method is by text, you can receive the code by the
email address on your account.

• If your current two-factor authentication method is by a third-party authenticator application,
you can receive the code by the email on your account or by text if you have a verified mobile
phone number on your account.
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